


























HPABMAA

NOPOBOM
UIr'MEHDI

(o1

3AOYMBILLAEHHMKM MOTYT Y3HQTb

YTO-TO HYXXHOE O TBOEM XM3HM 3a Mackon OHAQMH-COBeCceAHUKa

MOXEeT CKPbIBATLCA
3AOYMBILUAHHUK

fih o

3AOYMBILLAEHHUK MOXET BCTPETUTL MHcbopmMmaumen MOryT 3aBAGAETL
1e65 C HeAOOPbIMU HaOMEPEHUIMM 1 BOCIMOAb30BATLCA
HeAOBpOXeAaTeAx
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B /Jp}ir’av)rmw MOXET I’l()/ |ECTV OOABLLIOV JC)z%

He Aaln cebs oOMaHyTL!

KPYrnoOCYyTO4YHbIN

MHHMCTEPCTBO BHYTPEHHMX AEN eaAuHbIN ~ _ \
PECNYBNWUKM BENAPYCh Homep <« 102 )

9 Bceraa BaXHO MOMHUTb: HER in)OU/b\Jer’ NOBEACHNE!




BE3CnACHBIM. .
uH'rEPHE'r
Ana EEu

He coobwal HE3HaKoOMUam
CBOU MO2UH U NAaposk

[MPABU

NOPOBOW < .
UTMEHbI He omKpbiBau gaunkl U3

HENPOBEPEHHbIX UCMOYHUKOB

He*3ax00u Ha caumel, KOmopkle
3auiuma KOMneomepa cyumaem
nodospumensHbIMU
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"He Aan cebs1 obmaHyTb!

KPYrnoCyTOYHbLIW

(077  MHHHCTEPCTBO BHVTPEHHMX AER eANHbIN \
Ki=2] PECNYBAWKM BENAPYCh HOMep 2)




BHUMAHMUE!
MOLLEHHUYECTBO!

B 6epe!

HEeM3BECTHOro
Homepa

HY)KHbI p.el-lbm!

POACTBEHHUKOM

cOMUA YeAoBeKa

rnonaa 8 ATT

AeHer
KOMIMEeHCALMIO
B

:;.‘
peaa
(BGAMSATL) ABAO LITO a 2

1. HeMeAAeHHO NoAOCXKMTL TPYBKY

2. cCaMOMYy Nepe3BoHUTL
WMHMAMLIMOHEPY/ POACTBEHHUKY

(CASAOBATEALY

3. He nepeAqsaTs Kypbepam
HUKOKMX AGHer

4. coobmb
B MMAMLIMIO

KPYrnoCyTOYHbIW
MHHHCTEPCTBO BHVTPEHHHX AEN eaANHbIN
PECNYBNWKW BENAPYCb Homep « 102>
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byab Kak HMHa3A!
He coobuiaii He3HaKoOMbIM NTIIDARM B
MHTepHeTe CBOE HACTORALLEE UMS,

aapec u Homep TenegoHa.

By/Ailb OCTOPOXKEH C TEM, H4TO
nyuwews o cebe. MNpuayman cNoXXHbLINA

napons, Kak y cyneprepos!
Hukomy ero He rosopw, Belb
3TO TBOIA CEKPETHbLINA

Knwy!

OMHMU, 4TO B IHTepHeTe He Bce
Te, Kem Kaxyrcs!

He po6aensii B gpy3bs nogen,

OTOPbIX HE 3Haelb B peansHon

Byab Kak xakep!
He knunkan Ha
noao3puTenbHbIe
CChINKW.

ByAb OCTOPOXKEH, KakK Ha
MUWUHHOM none!
CKaunBal NpUNoXeHUA TONbLKO
M3 opULUMaNbHBLIX MarasnHos.

AHTUBUPYC - TBOW BEpPHbLIA

He Goiics npocnThb 0 noMmowyn!
Ecnn Tebs UTo-TO TPEBOXKUT B
WHTepHeTe, pacckaxm 06 3Tom
POAUTENAM UNN YUUTENIO.
BmecTe Bbl CMOXKETEe pelunTs
nwbyio npobnemy.

NHTepHeT - 3TO KPYTOo, HO
nomMHu o 6esonacHocTu!
Cobnwopasn 3T npasuna, Tbl
CMOXKEeLb CTaTh HACTOALMNM
Kubeprepoem!

mvd.gov.by



TENE®POHHOE MOLWWEHHUYECTBO:

( — U ‘\ MonyunTb KPeawT, urobbl orMeHNTb AKoBbI
‘ ohopMIeHHbIA HEV3BECTHRIMY Ha BaLLE UMS APYroi
KPEOAUT U NepesecTy [eHbr Ha CneyuanbHbiil CHeT

(! MOLWWEHHWUKW | YctaHoBUTb NporpammHoe
1 oﬁecneqeuue, AKoDbl ANA NpenoTepalleHs
YBE)KHA'OT, MOLWEHHWYECKOW BTaKN Ha Ball CYeT
NpPeacTasnanch
COTpYAHWKaMuU
OOXPaHUTENbHbIX
ggigno:pg:axoecﬁux ~ MepesecTn HakonneHus
| oprauﬁaaimﬁ wnn | Ha AKobbl BesonacHblid cyer, 4Tobbl

pyKoBOAUTENEM He N3bany Npun obbicke
. Baleh opraHusaunn. '
' | T Mepenatb NUYHbIE AaHHbIE

"y W KOQ U3 CMC, Takune ceeeHus
© NpefocTaBn|loT MOWeHHWKaM JocTyn
K CYETY UNu cepeucy

|
OCTOPOXXHO!
MOLUEHHUYECTBO!

B COLUUNAJIbHBIX CETSAX U HA TOPIrOBbIX MNJIOLLAOKAX: .

Mepesectn npegonnary 3a

HecyuwecT BYIOI.IMﬁ TOBAp s mxkemarasune
WK NO U3MEHEHHbLIM peksusnTam GaHka

- m\
MepeiTn No nogaenbHOW CCbinke
6aHKOBCKOW CUCTEMBI U BBECTI TUYHDBIE AaHHbIe |
(norux v naponb, HOMep U TPEX3HaYHbINA Ko C
o6opoTHO CTOPOHbI 6aHKOBCKOW KapThl, KOA U3
CMC, kogosoe cnoseo)

MOLUEHHUKY
Y YBEX[AIOT,

- npeacTaenaAch

r‘[pog_aauaMVl,_ npySbﬂMlﬁ,

naprHepaMu no GuaHecy,
pyKosognTenamMu

VHBECTULMOHHBIX MPOEKTOB
v ——— p-

N T e
Ha noppenbHoi 6upxe BnoxuTs Jal _—7 e \“ s —— - ~ 9
AEeHbrn B NPOEKT, akobbl ans * N/ " e —
nony4yeHns NACCUBHOTO AOXOAA - (/Y : \'1"}
~ - <
’\-4‘ 2 \\ v =
a>5-<"f e

masHoe ynpaeneHue
No NPOTUBOAEHCTBMIO kKMGepnpecTynHocTH
KM MB[ Pecnybnuku Benapyco

I'Iepeumcnmb AEHbIrn Ha Kapty g r—

VW ONNaTUTb poOCTBEHHKY,
apyry, moﬁnmemy “Yenoseky

—
.

Bonbwe uHdopmauyum
Ha caurte
https://mvd.gov.by




BHUMAHME,
MOLUEHHUKU!

Bam 3BOHAT NOCPefCcTBOM MECCeHKEpPa
WNK C HeH3BECTHOIO HoMepd...

* He NAHMKYMHTE U He BepbTe TOMY, YTO BaM FOBOPAT

5
s . oz ) e

0 * He BbIMONHAWTE HUKAKMUX [IeHCTBHM

{5 monpocbOe TpeTbUX My

=

L * MpeKpaTHTe pasrosop

< °* nepe3BOHMTE POACTBEHHHKAM U ybepurech,

= YTO HHYEro He CAYUMNOCh

< BALU CblH
0 e« coobuyuTe B MUAMLMIO 0 3BoHKe [ESIUI:R-=

HYXXHbI
AOEHbIA!




BHUMAHWE, OMACHOCTb

WEPTBAMH MOLICHHWKOB, WTH Bb
NOJO3peBaeTe, YTO B OTHOLIGHHM BAC

NNGHKHPYIOTCA NPOTHBONPABHbIE AEHCTBHA
HESAMETTMTENBHO COOBLLLAHTE B MUTTHLMIO!




EE.':'OnaiHbl UHmepHem
emeu

. e
He coobwau He3HaKoOMUaM
cBoU fI02UH U naposb

HE OmKpLIBaU,Pauss! U3
HENpOBEPEHHbIN{UEMOYHUNOS,

He 3aX00U 'Ha coumb/'JKOmOopbIE.
SOULma, KOMALIOMEPaJCYUMacim)
nRodo3pUMENbHEIMU,

s rexaono ST LA VI N =S U V11
(O gﬁwwm HUGHUITIE, BEMEL

s momooisan T
ILJJJ_JJJJ.JJJM P,

3a mackon OHAGHH-cCOBeceAHMKa

nPABMM h MOXET CKPbIBATLCA 3AOYMBILLUASHHUK
NOPOBOW ;
MIMEHBI «. HEoooﬁmmmnepuem
aApec H mecbon

3A0YMBILLAEHHUK MOXET BCTPETUTL
1665 C HEAODPbLIMM HCIMGpeHWIMM

MHOpMAUMen MOTYT 3aBACASTL U
BOCMOAb3OBATLCA HEAODpOXeAaTeAn =

Kle'ﬂOCYTO‘-IHbIVI

MHHHCTEPCTBO BHVTPEHHMK AEN eAUHbIW —W
PECNYBNWUKYU BENAPYCh HOMep 1




HAYYUTE CBOUX POAUTEJEN
OPUHAHCOBOU TFPAMOTHOCTUA

\ 4

MO NPOCBLBE TPETbUX JINL
H YCTAHABJIUBAWUTE
NMPOrPAMMBI

HE e

1508000¢ YHPARSCHIN 110 HPOTHBCIC TN
3 subepapectymmoctie MBJ PecnyGmnns Bempyen

HAYYMTE

POOVUTENEN

®UHAHCOBOM
FPAMOTHOCTMU

NO NMPOCLBE
TPETbMX JINL
I'E NEPEBOAMTE

E YCTAHABJIUBAWTE



TEJIEOOHHDIE
MOLUEHHUKMA

MOryT NPEACTABUTDHCH
PABOTHUKAMU BAHKA vnu
NMPABOOXPAHMUTEJIbHbIX OPFAHOB

H E coobuwanTe
AaHHbIE KapTbl U Koabl u3 CMC

H E ohopMmnanTe
KpeauTbl No npocbbe TpeTbMux NuL

H E yCTaHaB/IMBauTe
nporpaMmMbl Nno npocb6e TpeTbux nNuy

H E nepesoauTe AeHbIrM E:n.:yufeuwowauuu
Ha «3alUMLLEeHHbIM CYeT» Wl goN by

H E nepexoguTe No CCblikaMm
OT HeE3HaKoOMLUeB

NEPE3BOHUTE B BAHK! (& pacxomyio onepauno, -

KOTOPYIO Bbl HEe COBepLUanu
V ecnu y6eXxpaloT yCTaHOBUTL
nporpaMMy Ha Balle YCTPOWCTBO V
eC/¥ NPOCAT Ha3BaTh AaHHbIe

ANs OTMEHbl AKO6bI 0OhOPMNIEHHON
AOBEPEHHOCTH Ha onepauum lv
no sawieMy BKnagy

NEPE3BOHUTE B MUJTULIUIO!

ec/iM NPOCAT NOY4YacTBOBaTh
V B «pa3obnavyeHumn Hego6poCoOBECTHOrO
C} coTpyaHMka 6aHka»

YCTAHOBMUTE B VIBER
SALMTY OT JIMLUHMX 3BOHKOB

masHoe ynpaenexve
no NPOTUBOAEACTBUIO
mbepnpecTynHocTH

KM MB[] PecnyGnuku Benapyce

ecnu y6exxapawT ohopMUTh
KPeauT U NepeBecTy AeHbrn
Ha «3alyMLLEeHHbIN» CYeT

ecnu BaM ofno6peH Kpeaur,
KOTOPbIN Bbl He ochopMnanu




10Mb3YIHCH BE30IIAB|'|0

QWO Q QK

aHK» 19)

Y

W

Monb3ynTecb moOGMNbHLIM KeHnAaMmn 6aHKa

MepexopuTte B NK: ~0OaHKMHT TONbKO ¢ 0pMLUMANbHOro

caita 6aHka

MpoBepanTte agpec MHTepHeT-6aHKNHIa B afpecHON CTPOKe,
MeXxay nocnegHen TOYKON N NepBo HaKNOHHON YepTon

AOMKHO 6bITb TONbKO Tak .by/

AKTUBMPYNTE Ha KapTe, UCNONb3yeMoN ANA OHNaNH-
nnarexemn, ycnyry 3-D Secure (noarsepxaenne nnarexei SMS-kogom)

He nepexoantTe B “HTepHET-GaHKVIHI' Nno CCbIIKamMm B
NMONCKOBDbIX CcuCTeMax

He ncnonbsynre SMS-koabl oT 6aHKa u Kog c o6opoTHON
CTOPOHbI KapTbl A4NA NONYYEHNA feHEeXHbIX CPeaCcTB

He nepexoaunTe no ccbinkam vus coobLieHni gna aocryna K
VHTEpPHEeT-6aHKNHIY U NHbIM CepBUCaM UNK ycnyram

MmasHoe ynpaenexune

N0 NPOTUBOAGIHCTBMIO Bonble uHdopmaumm
kmbBepnpecTynHocTu Ha caute
KM MBJ Pecny6nuku Benapyce https://mvd.gov.by




[IPW BABOITE C3JIEKTPOHHON IS TOU

HE HALO:

OTKPbLIBATb BJIOXXEHUA NoAKJIOYUTD

NoYTOBbLIX COOBLULEHUW OT 2-OAKTOPHYHO
HEU3BECTHbIX AYTEHTUDUKALIUIO

OTNPABUTEJIENR
PEI'VJIAPHO MEHATD

NEPEXOUTH MO CCbINIKAM. NAPOJIb 3J1.N0YTbI

MNOJIYYEHHbIM OT
HEU3BECTHbIX UCIO0JIb30BATb

HECKOJIbKO No4YTOBbIX
ALLLUKOB NJ1A PA3HBIX

XPAHUTDb U NEPENABATD B PECYPCOB (INEPEIMUCKA

OTKPBITOM BUILE BAXHbIE
NAHHBIE (3AAPXUBUPYIATE B o LR LESIOB AR

UX U YCTAHOBUTE MNAPOJIb)

UCNOJIb30OBATb
NPU PETUCTPALLUU ALLLUKA VYHUKANBHBIE NAPOJIU ONA
YKAS3BIBATDH PA3HbIX
BUOIrPADUYECKUE MHTEPHET-PECYPCOB
ILAHHbLIE. UCMNOJIb30BATH
NMPOCTHLIE NMAPOJIL U BBOOAUTbL UHDOPMALIUKO
NOBTOPAKLWUECH TOJIbKO HA SALLULLEHHBIX
CUMBOJIbI CAUTAX (HTTPS)

BHUMAHMUE!
ENUHCTBEHHbIA HAIEMKHbIA CNOCOG 3ALLUTDI
- 9T0 BALUA BAUTEJIbHOCTb!

MABHOE YNPABJIEHME NO NPOTUBOAEUCTBUIO KUBEPTIPECTYINHOCTU KM MB1 BEJTAPYCH



KaK He cTaTb *epTBOoM KMbeprnpecTynHUKa.

3ALLUNTA BAHKOBCKOW KAPTOYKMU

OcHoBHbIe NpaBuna MHopMaLMOHHOM 6e30MacHOCTU Mo 3awuTe

6aHKOBCKOW KApTO4KMK:

< He pekoMmeHayeTcA
XpaHWUTb B TaHe NH-KoA KapTbl
NPMKPbLIBaTb NafoHbIo
KnasuaTypy npv BBoAe
NUH-KoAaa

XPaHUTb NUH-KOO BMecCTe
C H&pTOHHOﬁ/Ha HapTo4Ke

= : N coobuwjate CVV-Kkog unu
odpopMnATL : ' = OTNpaBnATL ero ¢oTo
oTAeNbHYIo WSS
HapTy ANA ) ®© —— PacnpocTPaHATL NNYHbIE
OHNalH-NOKYMOK N\ T r AaHHble (Hanpumep
OeHbMM 3a4MCcNATL > /.’; NacnopTHbIe), NOrvH
TONbKO B pasMepe W Naponb JOCTYNa K cucteMe

npeanonaraeMon NoKynKu "UHTepHeT-6aHKUHT"

ucnonb3osBatsk yenyry 3-D Se.cure* N NUMUTBI Ha @ cO0BLLATL OaHHbIe,
MaKCcUMasbHble CyMMbl OHanH-onepauun nony4eHHsie B BUAE
cKpbITe CVV-KoA Ha KapTe (Tpex3HayHblil HoMep Ha SMS-coobuennin, ceaHcoBble
obpaTHoI CTOpOHe), NpeaBapuTeNbHO COXPaHuB ero naponu™**, Kog asTopusauuu,

naponu 3-D Secure

NoAKMNoYUTE yenyry "SMS-onogelyerHve”

0¥, ® § &

* Yenyaa 3-D Secure - Gna nodmasepdeHun oHNaUH-NameKa depamesis KOpmoYKu 88o0um ocobeill Kod

(nony4aem e20 8 cMC-Co0bLIeHUL HQ MenegoH).
**Kod CVV - nocnedrue 3 yugpe! HomMepa Ha obpamHoU cmopoHe nnameHoU Kapmei cnpasa Ha bennol AuHUU,
npedHa3HaveHHoU dna nodnucu. Kod daem 803MOMHOCMb PACNOPAMAMLCA CPeGCmBamMuy, HaX00ALWUMUCA Ha cYemy,

PU3LYECHU He KOHMaKMUPYa ¢ Kapmod.
*** CeaHcoabill napons - NpedocmasnAemca Npu 8xode 8 uHMepHem-baHKuHe, dedicmaumeneH NuLlb 8 meyeHue

00HO20 NIAMEKHO20 CeaHca.

WcTounuk: MBL Benapycw. © WHdorpadpuxa @@




WHBOEPMAUNID,

He coobujau HEIHaKOMUAM
CBOU f02UH U naposb

He omupbiBal adnel U3
HENPOBEPEHHBIX UCMOYHUKOB

He 3aX00u Ha caumsl, Komopsie
sauuma KOMnNeLIomepa cyumaem
noodo3pumensHbIMuU

He Aalh cebst obmaHyTh! )

KPYrnoOCYTOUHbIN

MUHHCTEPCTBO BHYTPEHHMK JEN eaAUHBLIN 7\
PECNYBNUKN BENAPYCh Homep « 102

_ I/ e HAQY4Y4uCb NOAb3OBATHCA UHTEPHETOM NPABUABHO
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